Model Rule 4.4(b) Should Be Amended

James M. Altman®

ether you are representing a client as a litigator or

a transactional lawyer, the inadvertent disclosure of

confidential information by opposing counsel thrusts
you into an ethical quandary caused by your conflicting roles as
alawyer. As counsel for a client, you have a general obligation
to maximize your client’s advantage.! But, as an “officer of the
legal system,” you have a special responsibility to uphold the
legal system and its underpinnings.> Thus, your duty as a client
representative to exploit another’s mistake for the benefit of
your client conflicts with your duty as a legal officer to respect
the confidentiality of such information, even the confidential
information of your adversary’s client, because that confidenti-
ality underlies the proper functioning of the legal system.

Imagine this conflict as a tug-of-war between your client,
on the one hand, and the legal system, on the other, in which
you are being pulled in opposite directions. If this were simply
a contest based upon the relative power of competing interests
upon the individual lawyer, there would be no doubt about its
outcome. The interests of your client are tangible and often
urgent, especially to your client, who speaks to you loudly and
insistently about its interests. The power of those interests is
amplified because the client provides opportunities for repre-
sentation and pays your bills. By comparison, the interests of
the legal system are abstract and long term, and often there is
no person who speaks for the legal system and no direct benefit
for honoring its interests. Without a powerful voice to advocate
for its interests, the legal system would succumb to your client
in virtually every test of strength.

One of the goals of legal ethics is to rectify this imbalance
inherent in virtually every conflict between a lawyer’s roles as
client representative and as officer of the legal system. A legal
ethics regime is intended, at least in part, to give voice to the
interests and values of the legal system as a whole by educat-
ing and reminding lawyers of their obligations to the legal
system and to make those interests and values more compelling
through the threat of sanctions imposed by a system of profes-
sional discipline.

Model Rule 4.4(b)’s Regime

Within that context, let’s consider Model Rule 4.4(b). The
ABA House of Delegates adopted that Rule in February 2002
specifically to address the problem of inadvertent disclosure.?
Only one sentence long, Rule 4.4(b) simply states: “A lawyer
who receives a document relating to the representation of the
lawyer’s client and knows or reasonably should know that the
document was inadvertently sent shall promptly notify the
sender.” Because Model Rule 4.4(b)’s use of the term “docu-
ment” refers to readable electronic information as well as paper
documents,*it governs the “errant email” as well as the “errant

’

fax.
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Before 2002, there was no Model Rule specifically address-

ing inadvertent disclosure. But, ten years earlier, in Formal
¢ Opinion 92-368, the ABA Standing Committee on Ethics and

Professional Responsibility had opined that a lawyer who
receives an inadvertently disclosed document (the “Receiving
Lawyer”) that appears on its face to be subject to the attorney-

. client privilege or otherwise to contain confidential information
¢ has three ethical obligations: first, to refrain from examining the

document after receiving notice or realizing that the document
had been inadvertently sent; second, to notify the person who
had sent the document (the ““Sender”) of its receipt; and, third,

. to abide by the instructions of the Sender as to the disposition
¢ of the document.’

Compared to Opinion 92-368, Model Rule 4.4(b) dramati-
cally reduces the ethical obligations of a Receiving Lawyer
with respect to the protection of confidential information.®

. It only requires the Receiving Lawyer to notify the Sender
. promptly; it does not require the Receiving Lawyer to refrain

from examining or using the document, or to return, destroy or
sequester the document, as the Sender might request.
But Model Rule 4.4(b)’s reduced protection for confiden-

. tial information can be a trap for the unwary. It may mislead
© Receiving Lawyers into believing that it is unnecessary to take

additional steps, such as returning the inadvertently disclosed
document or refraining from examining or using it. That would
be unfortunate, because applicable law at both the federal and
state levels provides that, at least in some circumstances, the

Receiving Lawyer is obligated to do more than merely give
. notice to the Sender.

For example, Federal Rule of Civil Procedure 26(b)(5)(B)
establishes a specific protocol for resolving claims of inad-
vertent disclosure that arise during the discovery phase of a

. federal lawsuit, and it imposes specific legal obligations upon
. the Receiving Lawyer beyond mere notification of the Sender.

Once the Receiving Lawyer has learned about an ostensibly
inadvertent disclosure, the Receiving Lawyer is required to (i)
“promptly return, sequester or destroy the specified information

. and any copies”; (ii) “not use or disclose the information until
¢ the claim [of inadvertent disclosure of privileged information]

is resolved”; and (iii) “take reasonable steps to retrieve the in-
formation” if the Receiving Lawyer disclosed it before learning
of the Sender’s inadvertent disclosure. Roughly half the states

- have similar protocols.”

In effect, Model Rule 4.4(b) delegates the resolution of the

. ethical conflict facing the Receiving Lawyer to the civil justice

system.® It imposes no ethical obligation on the Receiving
Lawyer beyond that necessary to enable the Sender to try to

. protect the confidentiality of the inadvertently disclosed docu-
- ment through judicial intervention.” But delegating the protec-

tion of confidential information to the courts is misconceived,
because there are major gaps in that protection.

16

or any portion thereof may not be copied or disseminated in any form or by any means or stored in an electronic database or retrieval system without the express written

consent of the American Bar Association.



The Inadequate Protection of Confidential
Information

The principle of client confidentiality, which encompasses the
protection afforded by the attorney-client privilege as well as
the broader ethical duty of confidentiality,'” underlies both the
private attorney-client relationship and the successful function-
ing of our public system of justice. Comment 2 to Model Rule
1.6 explains the importance of that ethical duty to the success
of the attorney-client relationship:

“A fundamental principle in the client-lawyer relationship
is that, in the absence of the client’s informed consent,
the lawyer must not reveal information relating to the
representation. . . . This contributes to the trust that is the
hallmark of the client-lawyer relationship. The client

is thereby encouraged to seek legal assistance and to
communicate fully and frankly with the lawyer even

as to embarrassing or legally damaging subject matter.
The lawyer needs this information to represent the client
effectively and, if necessary, to advise the client to refrain
from wrongful conduct. Almost without exception,
clients come to lawyers in order to determine their rights
and what is, in the complex of laws and regulations,
deemed to be legal and correct. Based upon experience,
lawyers know that almost all clients follow the advice
given, and the law is upheld.”

The principle of client confidentiality not only supports a
private relationship, but also promotes the “broader public in-
terests in the observance of law and administration of justice.”"!
Full and frank communication is essential to a lawyer’s skillful
advocacy in our adversary system of justice.'” Indeed, the
principle of confidentiality is so fundamental to our adversary
system of justice that all attorneys, as part of their obligation as

officers of the court to help safeguard the key underpinnings of

information, even confidential information of clients not their
own."? State and local bar association ethics committees have
opined that the failure to shoulder that responsibility is “preju-
dicial to the administration of justice,” a violation of Model
Rule 8.4(d) or its predecessor, D.R. 1-102(A)(5)."

When the ABA rejected the approach of Opinion 92-368
and decided to adopt Model Rule 4.4(b), it placed confidential
information at risk, because Model Rule 4.4(b) provides no
immediate protection to confidential information in the inadver-
tently disclosed document. Instead, it deliberately places on the
Sender the burden of taking legal action to retrieve and shield
any confidential information. Model Rule 4.4(b) is inadequate,
because, in a variety of circumstances, substantive law and
procedural rules do not enable the Sender to safeguard confi-
dential information.

Consider, first, inadvertent disclosure in the transactional
context. Suppose two lawyers are negotiating a commercial
lease. What happens if the landlord’s lawyer receives an obvi-
ously inadvertent disclosure of an email between the tenant’s
counsel and the tenant discussing the strengths and weaknesses

¢ of the tenant’s position on several key negotiating points and its
negotiating strategy on those points? The email clearly would

© be protected by the attorney-client privilege, and disclosure to

- the landlord’s lawyer surely would be damaging to the ten-

- ant lawyer’s representation of the tenant. Under Model Rule
4.4(b), however, the sole ethical obligation of the landlord’s

¢ lawyer would be to notify the tenant’s counsel of the email’s

receipt.

But what remedy is available to the tenant once its lawyer
learns about the errant email? Virtually none. Unlike inadver-
tent disclosure during discovery, when there is already a pend-
ing court proceeding in which the Sender can seek to prevent
the Receiving Lawyer from examining, disclosing and using
privileged information inadvertently disclosed, in the transac-
tional context the Sender has no immediate access to a judge.
Moreover, it is not even clear what claim for relief the tenant
could assert successfully to prevent examination, disclosure and

. use of the privileged information."”> Thus, Model Rule 4.4(b)

© does not adequately protect the principle of client confidential-
- ity when inadvertent disclosure occurs in the transactional

. context.

Second, what if the inadvertent disclosure concerns confi-
dential information that a Sending Lawyer has an ethical duty
to protect, but is not protected by the attorney-client privilege
or work product doctrine? For example, the facts regarding
a client’s criminal conviction — the crime, the date of convic-
tion, even the legal proceedings that led to the conviction — are
matters of public record that are not protected by the attorney-
client or work product privilege, but, because they relate to the
representation of a client, they are still confidential informa-
tion that lawyers have an ethical duty to protect.'® Suppose a
lawyer and his client are discussing the client’s conviction in
an email that is mistakenly addressed to opposing counsel and

- the Receiving Lawyer satisfies her ethical duty under Model

© Rule 4.4(b) by notifying the Sender. What can the Sender do to
the legal system, share responsibility for preserving confidential
- formation or disclosing it to others? Nothing. Even if there is
. ajudge available in a pending lawsuit, the Sender cannot seek

prevent the Receiving Lawyer from using that confidential in-

a protective order preventing the Receiving Lawyer and her
client from disclosing that confidential information to others or
possibly using that confidential information to its benefit in the
lawsuit because the confidential information is not protected
by any evidentiary privilege. In that circumstance also, Model
Rule 4.4(b) fails to protect client confidential information.
Third, even when a privileged document is inadvertently
disclosed during discovery in a federal lawsuit and the judge
ultimately grants the Sender’s protective order, the interim
protection afforded the privileged document under Rule 26(b)

¢ (5)(B) and state law analogues is, as a practical matter, limited.
Even though the established protocols prohibit the Receiving

¢ Lawyer from disclosing or using the document until the claim

- of privilege has been resolved, the Receiving Lawyer is not

- prohibited from further examining the document. Thus, the
protocols do not prevent the Receiving Lawyer from learning

¢ as much as possible about the privileged information contained
© in the inadvertently disclosed document. Once the Receiving
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Lawyer has done so, that information inevitably becomes avail-
able to assist the Receiving Lawyer in the litigation, even if the
judge ultimately prohibits the Receiving Lawyer from disclos-
ing, using, or further examining the privileged document. !
Rule 26(b)(5)(B) and its state law analogues make no effort to
limit how much privileged information the Receiving Lawyer
learns from the inadvertently disclosed document.

In short, Model Rule 4.4(b) is ethically challenged. That
Rule itself fails to offer any protection to inadvertently dis-
closed confidential information, and the applicable law to
which it defers may leave the Sender remediless—and, there-
fore, confidential information wrongly exposed to disclosure,
use, or examination—when (i) the inadvertent disclosure takes
place in a transactional context or otherwise outside the context
of an existing lawsuit; (ii) the confidential information is not
protected by the attorney-client privilege or work product
doctrine; and, (iii) a motion for protective order will be, but has
not yet been, granted.

There Is No Justification For Leaving Inadvertently
Disclosed Confidential Information Unprotected
Why, then, did the Ethics 2000 Commission propose, and the
ABA House of Delegates adopt, Model Rule 4.4(b)? After
publication of Opinion 92-368, some state bar ethics commit-
tees and legal commentators argued that ethics committees

did not have the authority to determine how lawyers should
respond to inadvertent disclosures without previously-adopted
specific rules to guide them and that such lack of notice was
unfair to respondents in disciplinary proceedings.'®

This concern was understandable, given the increasing
frequency with which inadvertent disclosure was occurring and
would occur in the future, but, at least for the ABA, it was not
a compelling reason to adopt a model rule specifically dealing
with inadvertent disclosure. Opinion 92-368 itself recognized
that “[a] satisfactory answer to the question [of inadvertent
disclosure] cannot be drawn from a narrow, literalistic reading
of the black letter of the Model Rules.”" It pointed out that the
Preamble to the Model Rules recognizes that “many difficult
issues of professional discretion . . . must be resolved through
the exercise of sensitive professional and moral judgment
guided by the basic principles underlying the Rules.”” Indeed,
the Model Rules themselves display an awareness that they
“do not, however, exhaust the moral and ethical considerations
that should inform a lawyer . . . . The Rules simply provide a
framework for the ethical practice of law.”!

If the substance of Opinion 92-368 were acceptable, the
ABA did not need a model rule focused solely on inadvertent
disclosure. That Opinion provided substantial ethical guidance
to lawyers facing that issue, even if state bar associations and
state courts that have the power to impose professional disci-
pline may have needed to provide prior notice of their views to
respondents in state disciplinary proceedings. Why, then, did
the Ethics 2000 Commission consider Opinion 92-368 to be
wrong as a matter of substance?

The Ethics 2000 Commission gave no clear answer to that
question. In her description of the work of the Commission,
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Margaret Colgate Love, one of the Commission’s members,
explained that, beyond the requirement of giving notice of the
receipt of an inadvertently disclosed document, “the Commis-
sion decided against trying to sort out a lawyer’s possible legal
obligations in connection with examining and using confiden-
tial documents that come into her possession through the inad-
vertence or wrongful conduct of another.”” Perhaps, as some
have suggested, the Commission could not reach a consensus
about what, besides giving notice, the Receiving Lawyer should
be required to do.”

The commentary of legal scholars and the opinions of ethics
committees about inadvertent disclosure following Opinion
92-368 identify at least three possible justifications for rejecting
Opinion 92-368. First, if the Receiving Lawyer owes a duty
not to examine the inadvertently disclosed document once the
Receiving Lawyer realizes or is notified that the disclosure
was inadvertent and contains confidential information, there
is a danger that the Receiving Lawyer might be professionally
disciplined because of ambiguity about when the Receiving
Lawyer should have realized that and stopped examining the
document. * Second, the Receiving Lawyer needs the op-
portunity to examine the inadvertently produced document in
order to evaluate and possibly litigate whether the document
is privileged or the privilege was waived. * Third, the Receiv-
ing Lawyer has a duty, as a partisan advocate, to exploit the
Sender’s mistake and that duty takes precedence over the
principle of client confidentiality.”® Let’s consider each of those
possible justifications.

First, concern about whether disciplinary authorities will
bring unwarranted cases against a Receiving Lawyer for
examining an inadvertently disclosed document after realizing
or being notified that the disclosure was inadvertent seems
overblown. It is unlikely that disciplinary authorities would use
their scarce resources to bring such fact-specific, questionable
cases.”” A healthier respect for the prosecutorial discretion of
chief disciplinary counsel and the wisdom of the disciplinary
decision makers seems warranted. Moreover, guidance to
Receiving Lawyers about the particular circumstances when
they need to cease examining inadvertently disclosed docu-
ments can be provided through opinions of bar association
ethics committees.

Second, the question of whether a document was or still
is privileged provides no reason for the Receiving Lawyer to
examine it further after learning or realizing that it was dis-
closed inadvertently. In the transactional context, the Receiving
Lawyer generally has no right to a document not intention-
ally provided by a counterparty. In the litigation context, the
normal ways of dealing with allegedly privileged documents
during formal discovery are time tested and workable. The
Sending Lawyer will need to put the inadvertently disclosed
document on a privileged log and describe it, the same as any
other purportedly privileged document. The Receiving Lawyer
should not be able to use the possibility that the document
never was or is no longer privileged in order to bootstrap an
opportunity to examine the contents of the document further

¢ before returning or destroying it, because the content of the
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document is unrelated to the determinative facts under Fed-
eral Rule of Evidence 502 and its state analogues regarding a
privilege waiver.”® Admittedly, the content of the document is
related to an argument that the document was never privileged,
but a privilege log’s description of the inadvertently disclosed
document will give as much information about the document’s
content as that provided with respect to any other purportedly
privileged document. And, if there is some special need to
examine the contents of the document to rule on whether it is
privileged or not, the Sender can submit the document to the
court in camera for review. Thus, whether the inadvertently
disclosed document was or still is privileged provides no
justification for examining the document (or sharing it with
others or making use of it) prior to a judicial determination of
its privileged status.

Third, in comparing the relative weight of the principle of
client confidentiality against the duty of partisan advocacy,
some commentators have pointed out that Model Rule 1.6
imposes a duty on the Receiving Lawyer to protect the confi-
dential information of his or her client, but not the confidential
information of opposing counsel’s client.”” That is true, but the
principle of client confidentiality is broader than Model Rule
1.6, and that principle, through Model Rule 8.4 or otherwise,
imposes on lawyers the duty to protect confidential informa-
tion, even when it is the confidential information of another
lawyer’s client.*

Moreover, the priority of a broadly conceived principle of
client confidentiality over the duty of zealous representation
has been woven into the fabric of legal ethics. For example,
lawyers who are interviewing former employees of adverse
corporate parties represented by counsel are prohibited from
eliciting information about privileged communications with
company counsel.’' Similarly, it is unethical for lawyers to
elicit from litigation experts or knowledgeable others an oppos-
ing party’s privileged communications with its counsel.”> In
each of these situations, the principle of client confidentiality
has circumscribed the duty of zealous advocacy — as it should.

A Revised Model Rule 4.4(b)
The fundamental problem with Model Rule 4.4(b) stems from
its overly modest ambition. Model Rule 4.4(b) is ethically ane-
mic. Rather than impose a demanding ethical standard on Re-
ceiving Lawyers confronting an inadvertent disclosure, Model
Rule 4.4(b) deliberately imposed a de minimis ethical require-
ment — mere notification, in effect deferring to the civil justice
system the resolution of the conflict between the principles
of client confidentiality and competent client representation.
Unfortunately, the applicable law sometimes leaves confidential
information unjustifiably unprotected. If a specific ethics rule
really was needed to define the Receiving Lawyer’s obligations
in the event of inadvertent disclosure, it needed to be robust—it
needed to be more protective of confidential information than
the normal processes of law. In terms of what was needed,
Model Rule 4.4(b) is a failure. It should be amended.

The sidebar to this article contains a proposed revision
of Model Rule 4.4(b). It sets forth the Receiving Lawyer’s

Published in The Professional Lawyer, olume 21, Number 1. © 2011 by the American Bar Association. Reproduced with permission. All rights reserved. This information

REVISED MODEL RULE 4.4(b)
A lawyer who receives a document in connection with the
representation of a client and has reasonable cause to believe
that the document may contain confidential information that
may have been inadvertently disclosed,

(1) shall not read or examine the document or, if the
lawyer already has begun to do so, shall stop reading
or examining the document;

(2) shall notify the author or sender of the document of
its receipt;

(3) shall promptly return, sequester, or, to the extent
appropriate and reasonably practicable, destroy the
document and any copies of it;

(4) shall not use or disclose the confidential informa-
tion contained in the document until permitted by a
court order; and

(5) shall take reasonable steps to retrieve any cop-

ies of the document that the lawyer disclosed before
having reasonable cause to believe that the document
contained confidential information.

obligation upon receipt of what appears to be an inadvertently
disclosed document containing confidential information based
on the protocol in Rule 26(b)(5)(B) and its state law analogues.
The purpose is, in effect, to broaden the protections provided
privileged information in the discovery context to encompass
protection for confidential information (as defined in Model
Rule 1.6), not just privileged information, in any phase of a liti-
gation or a transaction, and to make those protections a matter
of professional responsibility, not just a legal requirement.

In one respect, however, the revised Rule does even more.

¢ Unlike Rule 26(b)(5)(B) and its state analogues, the revision
. requires the Receiving Lawyer to stop examining the document
- once the Receiving Lawyer has been notified or has reasonable
- cause to believe that the document may contain confidential
. information that has been inadvertently disclosed. That greater

protection for confidential information is required because,

on balance, the advantage of such protection outweighs the
unlikely prospect that the Receiving Lawyer will be wrongly
disciplined for examining the inadvertently disclosed document
after he or she should have realized that confidential informa-
tion was inadvertently disclosed.

This revised Rule assumes that a lawyer who has received
an inadvertently disclosed document in a litigated matter may
seek to obtain it through discovery after having complied with
the revised Rule’s directives. It is an underlying assumption of

¢ the revised Rule that, outside the litigation context, the Receiv-
. ing Lawyer’s client has no right to another client’s confidential
- information, except by agreement or consent.

Under Rule 26(b)(5)(B) and its state law analogues, a

. party who possesses or controls a document containing client
confidential information that is relevant to another party’s

¢ discovery request and who seeks to prevent the disclosure

. of such information is entitled to claim the protection of an
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evidentiary privilege for such a document on a privilege log.
The revised Rule assumes that a Receiving Lawyer who has
returned, sequestered or destroyed an inadvertently disclosed
document, may, by challenging that claim of privilege, seek the

the inadvertently disclosed document is responsive to an extant

discovery request, then the document should be listed on a privi- |

lege log and the Receiving Lawyer can challenge that listing; if
there is no such existing discovery request, then the Receiving
Lawyer can formulate one to make the inadvertently disclosed
document responsive to it. Coupled with the revised Rule, the
standard procedures of a discovery request and a privilege log
protect the confidentiality of the client information contained
in the inadvertently disclosed document as much as possible
until a court decides that the document is not privileged or that
the privilege has been waived by the inadvertent disclosure or
otherwise. P

*© 2011, James M. Altman. Portions of this article are adapted
from “Inadvertent Disclosure and Rule 4.4(b)’s Erosion of Attorney
Professionalism,” published in the New York State Bar Association
Journal, November/December 2010.
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