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Required Notifications of Breaches of Unsecured
PHI Under HIPAA

The American Recovery and Reinvestment Act, also known as the Stimulus Bill, made several changes
to HIPAA requirements that are of particular interest to group health plans. Among the changes, HIPAA
now requires covered entities, including group health plans, to provide notification to individuals, the
Department of Health and Human Services (“HHS™), and, in some cases, media outlets, if unsecured
protected health information (“PHI”") has been breached.

On April 17, 2009, HHS released guidance on how PHI can be protected so it is not considered
unsecured PHI. Significantly, if PHI is not unsecured PHI, then the breach notification requirements
will not apply. This Client Bulletin summarizes certain highlights of this new guidance which may assist
you in your compliance efforts.

e Required Notification in the Event of Breaches of Unsecured PHI.

o0 If a group health plan has “unsecured protected health information” and there is an
unauthorized access, use or disclosure (a “breach’) of that information, the group
health plan is required to notify the affected individuals.

o If the plan does not have current or sufficient information to contact 10 or more
individuals, then it must post a notice on its website or in major print or broadcast
media.

o0 If the breach affects 500 or more individuals in a single State or jurisdiction, the notice
must be provided in prominent media outlets serving such state or jurisdiction.

o0 Plans are required to notify HHS of all breaches. If the breach affects 500 or more
individuals (whether or not in a single state or jurisdiction), the notice to HHS must be
provided immediately. HHS will post the name of any entity involved in a breach of
this size on its website. For smaller breaches, the plan can keep a log of the breaches
that it submits to HHS on an annual basis.
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Business associates are required to notify the affected group health plan or other
covered entity if they become aware of a breach.

Notification must be made within 60 days after a breach is discovered.

Notices to individuals must include the following information:

A brief description of what happened, including the date of the breach, if
known, and date of the discovery.

A description of the types of unsecured PHI that were involved.

The steps individuals should take to protect themselves from harm as a result
of the breach.

A brief description of what the plan is doing to investigate the breach, to
mitigate losses and to protect against further breaches.

Contact procedures for individuals to ask questions or obtain additional
information, including a toll-free number, e-mail address, Web site or postal
address.

0 These requirements will be effective 30 days after interim final regulations are
published. The Act requires that they be published no later than August 16, 2009.

e Unsecured PHI.

(0]

Under the HHS guidance released on April 17th, PHI will not be considered

“unsecured,” and will therefore not be subject to the notification requirements, if it is

rendered “unusable, unreadable, or indecipherable to unauthorized individuals.”

The guidance identifies two methods by which PHI can be “secured”: encryption or
destruction.

Encryption:

e The guidance provides that whether or not PHI is properly encrypted
depends on the strength of the encryption algorithm and the security of
the decryption key or process.

e The guidance also provides an exclusive list of acceptable encryption
methodologies. Methods not specified in the guidance will not be
considered sufficient to render PHI “secured.”

Destruction:

e Hard copies of PHI will only be considered destroyed if they are
unreadable and cannot be reconstructed. Electronic media must be
cleared, purged or destroyed consistent with standards described in
publications issued by the National Institute of Standards and
Technology.
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HHS is also requesting comments on what other methods of encryption or destruction
would be acceptable to render PHI “secure.” HHS is required to update this guidance
no less frequently than annually.

e More information.
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The HHS guidance is available at:
www. hhs.gov/ocr/privacy/hipaaZunderstanding/coveredentities/hitechrfi.pdf

The National Institute of Standards and Technology publications referred to in the HHS
guidance are available at:
http://www.csrc.nist.gov/publications/PubsByLR.html

e Action Items.

(0]

Group health plan administrators and designated HIPAA Privacy and Security Officers
should consult with their information technology professionals to determine if their
electronic systems on which PHI is stored, used, or destroyed or over which PHI is
transmitted comply with the standards set forth in the guidance. They should also
review their disposal policies for destroyed hard copies of PHI to ensure the procedures
comply with the standards.

Group health plan administrators should review and amend their HIPAA policies and
procedures to add any necessary standards to keep PHI from being unsecured and to
add procedures for complying with the breach notification requirements for any PHI
that is considered unsecured.

Group health plan administrators should also review and amend their existing business
associate agreements to require business associates to provide the information
necessary for the plan to satisfy the notice requirement.
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IRS Circular 230 Disclosure: To ensure compliance with requirements imposed by the IRS, we inform you that any
U.S. federal tax advice contained in this communication (including any attachments) is not intended or written
to be used, and cannot be used, for the purpose of (i) avoiding penalties under the Internal Revenue Code or (ii)
promoting, marketing, or recommending to another party any transaction or matter addressed herein.
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