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Global overview

Marcus Pearl
Bryan Cave Leighton Paisner LLP

2020 has been a year that has seen some seismic changes, with conse-
guences for the cloud computing market. Despite the economic volatility,
the global public cloud services market is forecast to grow 6.3 per cent
to total US$257.9 billion, up from US$242.7 billion in 2019 (https://
www.gartner.com/en/newsroom/press-releases/2020-07-23-gartner-
forecasts-worldwide-public-cloud-revenue-to-grow-6point3-percent-
in-2020). With the effects of the global economic downturn intensifying
the urgency to move away from legacy infrastructure operating models,
public cloud services are becoming increasingly important for
businesses every-where. Recent reporting by AllCloud has emphasised
this growing trend towards working on the cloud, with 85 per cent of
organisations inter-viewed for the report expecting to have the majority
of their workloads on the cloud by the end of 2020 (https://allcloud.io/
go/2020-cloud-infra-structure-report/#:~:text=More%20significant%
20findings%20from%20the,approach%20are%20als0%20running%
20VMware).

Owing partly to the covid-19 pandemic and the concomitant require-
ment for seamless remote working across the globe, Desktop as a
service (DaaS) is predicted to achieve significant levels of growth this
year, estimated at US$1.2 billion in 2020 (an increase of 95.4 per cent).
Despite this growth, software as a service (SaaS) is still the largest
market segment, forecast to reach US$104.7 billion in 2020. The further
shift towards subscription-based SaaS models, and the need for new
software collaboration tools during covid-19, have driven the growth in
this area. Infrastructure as a service (laaS) remains the second-largest
market segment and is forecast to grow by 13.4 per cent to US$50.4
billion. The past year has also seen the expansion of the cloud computing
market in Africa. As a continent with around 17 per cent of the world's
population, the fact that Africa’s data centre capacity has doubled in the
past three years yet still currently accounts for less than 1 per cent of
global data centre capacity offers potentially lucrative opportunities for
international investors and cloud computing providers alike. Further
improvement in the continent’s infrastructure is likely to facilitate
greater uptake of cloud technologies.

Despite the continued sector growth, following outages suffered -

by Gmail, Google Drive and Adobe Lightroom issues in 2020 (and the

earlier AWS outage in 2017), the increase in reliance on cloud computing -

throughout 2020 has led to concerns about the risk of overdepend-

ence on the services of a small number of cloud technology providers -

(https://techhg.com/2020/09/whats-the-risk-of-becoming-too-cloud-

dependent/). The potential implications of the insolvency of a cloud -
provider (given the current economic climate) could also be dramatic. -

For SaaS arrangements in particular, the customised nature of software-

specific data fields and data storage used by the applications can make it -

harder to find an alternative provider that can provide the necessary
software functionality and/or interfaces. There may be difficulties too in
extracting and migrating data to a new provider.

Problems faced by cloud technology providers may impact not
only the services relied on, but the security of the data hosted by those
providers too. For example, a major US credit card issuer was fined
US$80 million by US regulators and ordered to improve internal controls

www.lexology.com/gtdt

after regulators identified a string of failings that allowed hackers to
obtain the personal data of more than 106m customers and credit card
applicants in 2019.

From a European perspective, the impact and consequences of the
Schrems Il decision (Case C-311/18) is still playing out. At the time of
going to press, we were awaiting further guidance from the European
Data Protection Board as to the methods that can be used to transfer
data between the EU and the US, following the invalidation of the EU-US
Privacy Shield. It is clear from the EU country surveys this year that
GDPR compliance is an overriding concern (both from the perspective
of international data transfers and that of regulatory oversight of data
security breaches). EU regulators have handed down some significant
fines this year for data breach, indicating a clear direction of travel. It
is perhaps too soon to say whether there is a distinct move towards
data localisation, but several EU countries are investing in the GAIA-X
initiative (to develop an interconnected EU data infrastructure and
reduce dependence on non-EU based cloud providers, by creating EU
digital sovereignty). In tandem with this development, UK-based cloud
providers and users of cloud services are awaiting the decision of the EU
as to whether the UK will receive an adequacy decision, allowing trans-
fers of personal data to be made between the EU and the UK following
the end of the Brexit transition period on 31 December 2020.

As in 2019, each country chapter looks first at the cloud services
market in each of the countries covered and examines what kind of cloud
computing transactions take place and which of the global and local
cloud providers are active in that country, as well as the cloud services
the latter provide.

The survey then considers how active the central or regional
government is in the development of the cloud. Are there specific, cloud-
friendly policies? How are these policies implemented - by fiscal or
customs incentives or development grants, or other means? And do any
other government initiatives apply?

We next turn to the core of this work: law, regulation, contract and
market practice. We address the following questions for each country.
Is cloud computing specifically recognised and provided for in the
local legal system and, if so, how?

Is there any legislation or regulation that directly and specifically
prohibits, restricts or otherwise governs cloud computing?

What legislation or regulation indirectly prohibits, restricts or
otherwise regulates cloud computing?

What are the consequences of breach of those laws and regulations?
Recognising the importance of B2C cloud adoption, what local
consumer protection measures apply to cloud computing?
Knowing that cloud - especially public cloud - may pose real chal-
lenges in certain sectors, for example, financial services and health,
what (if any) sector-specific legislation or regulation applies?
Public and private sector organisations around the world worry
about - and some have already had to cope with - what happens
when a cloud service provider (CSP) becomes insolvent. What
insolvency laws will apply in those situations?
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Global overview

Almost all surveys of chief information officers, chief information secu-
rity officers, CROs and other business leaders around the world highlight
their continuing concern about cyber and data security in the cloud, as
well as whether and how they continue to comply with data protection
and privacy regulation in migrating to the cloud - especially since the
coming into operation of the EU General Data Protection Regulation in
May 2018. So, we identify the principal data protection or privacy legisla-
tion applicable to cloud computing.

We next analyse as far as we can from publicly available sources
the typical key terms of B2B public cloud computing contracts in
local markets.

It is clear that cloud computing is having a significant impact in the
workplace, so we also identify labour and employment law considera-
tions that apply.

Because much of the developed world and many emerging econo-
mies are becoming increasingly concerned about how to tax online and

Bryan Cave Leighton Paisner LLP

digital products and services, especially where supplies cross borders
and will be made from IT product and services providers without a
permanent establishment in their target markets, we outline the direct
and indirect taxation rules that apply to the establishment and operation
of CSPs and their customer transactions.

Finally, we identify recent notable cases as well as commercial,
administrative or regulatory decisions or actions that have directly
involved cloud computing as a business model. And we conclude with
a review of general updates and trends as far as they can be discerned,
as well as considering how covid-19 has affected the cloud computing
market (and the impact of any emergency covid-19 legislation on
providers and users of cloud technology).

With a new and fast-developing area such as cloud computing, we
must keep our questions under review. And it follows that our answers
to those questions may change over time. Of course, law and regulation
will change, as will contract and market practice.

Cloud Computing 2021
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