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Chicago Partner Christian Auty and New York Counsel Charlene McHugh were quoted Feb. 12 by

Law360 on the continuing debate over whether to pay cybercriminals who lock an organization’s

computer system or steal data. A recent study by security firm PurpleSec put the global cost of

ransomware in 2020 at roughly $20 billion – an all-time high – while regulators continue to warn

against paying ransomware attackers. “Truth be told, sometimes paying a ransom is the most

pragmatic course of action,” said Auty, co-leader of BCLP’s global Data Privacy & Cyber Security

Team. To help minimize damages, attorneys who advise cyberinsurers say insurance companies

have already started requiring clients to fill out detailed questionnaires about their cybersecurity

precautions before writing coverage. “Insurance companies will work with insureds to incentivize

preventing ransomware attacks, or clients will lose coverage if they cannot sustain their promises,”

said McHugh, whose practice focuses on insurance and reinsurance. “None of [the U.S. regulators]

have said, ‘Thou shalt not pay ransom.’ They realize that the industry is not ready yet for an outright

ban.”
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https://www.law360.com/articles/1354297/regulators-are-homing-in-on-perils-of-ransomware-payouts
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This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt

of this material does not create an attorney-client relationship between us. If you require legal advice, you should

consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and

should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics and

professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s

principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.
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