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SUMMARY

To enhance protection of personal data protection, the Hong Kong government currently is
considering to raise the level of fines for offences under the Personal Data (Privacy) Ordinance and
exploring the feasibility of imposing administrative penalties for contravention of the PDPO. This
article sets out more details of these proposed amendments and what businesses need to know.

This post is the third in the series of six articles in which we discuss the proposed amendments to
the data protection regime in Hong Kong.

This post deals with that part of the proposed amendments that will increase the sanctioning power
of the Personal Data (Privacy) Ordinance.

See links below for our previous articles on the proposed amendments:

. Part 1 of 6 - Important Changes to HK Data Protection Law Under Way: our first article with an
overview of the six proposed amendments and a discussion of the proposed introduction of a
mandatory data breach notification mechanism.

. Part 2 of 6 - Amendments to Hong Kong Data Protection Law Regarding Data Retention Policy:
requirement for a clearly stated retention period: our second article on the requirement for the
formulation of a clear data retention policy.

Sanctions under the current PDPO

At present, criminal fines under the Personal Data (Privacy) Ordinance generally range from
HK$10,000 to HK$100,000, depending on the offence. Offences relating to direct marketing attract
higher levels of fine. The offences under Part 6A of the PDPO (Use of Personal Data in Direct
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Marketing and Provision of Personal for Use in Direct Marketing) come with criminal fines of
HKS$500,000 and HKS$1,000,000.

The PCPD is empowered under the PDPO to issue enforcement notices to data users to remedy
breaches of data protection principles. If the data user continues the contravention or breach after
receiving an enforcement notice, it could be liable to a fine or imprisonment. Although the current
maximum fine for non-compliance with an enforcement notice is HK$50,000, the amount of fines
imposed by the court so far has ranged only from HKS$1,000 to HKS5,000.

The PCPD does not currently have the power directly to impose administrative penalties for
contravention of the PDPO. All fines mentioned above have to be imposed by the court after the
relevant criminal proceedings have been concluded.

Direction for change

Firstly, the Hong Kong Government takes the view that the current levels of criminal fine are not high
enough to reflect the severity of the offences. The Government therefore is proposing to raise the
relevant criminal fine levels to enhance the deterrent effect of the PDPO.

It is not entirely clear from the Government's paper for which offences the level of fines is intended
to be increased. The current criminal penalties in respect of direct marketing offences already are
on the higher end when compared to other jurisdictions, and therefore of further increase. We expect
that the proposed increase in criminal fines will relate to non-compliance with an enforcement
notice issued by the PCPD. Such an increase would go hand in hand with the proposed broadening
of the PCPD’s power as discussed below.

Secondly, the Hong Kong Government is considering to follow the footsteps of a number of other
jurisdictions such as the EU, Singapore and the United Kingdom in empowering the data protection
authority (i.e. the PCPD) directly to impose administrative fines. This will help close the regulatory
gap that is present in the existing PDPO.

For example, under the GDPR of the EU, administrative fines can be as high as €20 million
(approximately HKS$185 million) or 4% of the offending company’s global annual turnover in the

preceding financial year, whichever is higher!. Such fines are able to be imposed directly by data
protection authorities, without having to resort to the national courts.

The Hong Kong Government’s paper makes reference to a number of jurisdictions, when proposing
the amendments to introduce administrative fines. In particular, Singapore recently amended its
Personal Data Protection Act (PDPA) with such amendments taking effect in phases, beginning 1
February 2021. The Hong Kong Government likely will have reference to Singapore's amendments
when suggesting and finalising its own.

The amendments under consideration



The following details currently are under consideration:

1. Threshold for imposing administrative fines. If the PCPD is to be empowered to impose
administrative fines, a set of factors should be in place for it to determine whether a data
breach warrants a fine. The threshold factors suggested by the Hong Kong Government include
the severity of the data breach in question, the data user’s intent behind the breach, the data
user's attitude when handling the breach, the remedial actions undertaken by the data user, and
the track record of the data user.

The PCPD may decide not to impose any administrative penalty if it considers that the data
breach in question falls below the minimum severity threshold for a fine. If the PCPD does
decide to impose a fine, these threshold factors together also would help to inform a decision
as to how culpable or blameworthy a data user is in the context of a breach, which then links to
the level of fine to be imposed.

2. Level of administrative fines. As mentioned above, the Hong Kong Government made
reference to the penalties in a number of jurisdictions. The maximum fines which may be
imposed under the GDPR are the highest. The Hong Kong Government is considering the
feasibility of imposing fines which link to the global annual turnover of the offending data user,
and the possibility of devising a classification system of data users into different bands
according to their turnovers to match with corresponding levels of fines. That said, a specific
level of fine is yet to be put forward by the government for consultation and discussion. As of
now, more concrete legislative proposals by the Government are needed for businesses to be
able to consider and to assess the potential impacts that will be brought about by the
amendments.

3. Mechanism to impose administrative fines. It is proposed that the administrative fines be
imposed by way of the issuance of an “administrative fine notice” by the PCPD. It seems to be
intended that such notice broadly should take the form of a judicial decision, in the sense that it
should specify the circumstances of the breach, investigation findings, the penalty imposed
and the underlying reasons.

It is not clear whether or not the data user or processor? will be able to make representations to
the PCPD before the PCPD finalizes its decision regarding a proposed breach/fine. It might be
the case that the data user or processor will have been given the chance to make its
representations at the investigation stage before the “administrative fine notice” is issued.
Based on the current proposals, it appears that the data user or processor is to be given the
opportunity to make representation after the “administrative fine notice” is issued. The data
user or processor will be given no less than 21 days to make representation in response. The
current proposals also suggest to provide to the data user or processor a right to appeal against
the notice within 28 days, either to the Hong Kong courts or to the Administrative Appeals
Board.



These proposed amendments to the PDPO aim to empower the PCPD, to align the Hong Kong
position with international standards, and ultimately to strengthen the “bite” of the legislation. It is
expected that further details and more concrete proposals will be put forward for consultation and
discussion within the year 2021.

1 Article 83(5) of the GDPR.

2 Note that the current PDPO does not directly regulate data processors. However, one of the
proposals currently put forward by the Government is the direct regulation of data processors by the
PCPD. The proposed power to issue administrative fine notices therefore covers both data users
and data processors.

RELATED CAPABILITIES

= Data Privacy & Security
= Corporate
= Employment & Labor

MEET THE TEAM

T g g
Gl L

Glenn Haley

Co-Author, Hong Kong SAR

glenn.haley@bclplaw.com
+852 3143 8450

This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt
of this material does not create an attorney-client relationship between us. If you require legal advice, you should
consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and
should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics and
professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s
principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.


https://www.bclplaw.com/en-US/people/glenn-haley.html
https://www.bclplaw.com/en-US/offices/hong-kong-sar.html
tel:%2B85231438450

