
Partner Amy de La Lama, chair of BCLP’s Global Data Privacy & Security Team, was quoted May 14

by Law360 on the Biden administration’s recent executive order requiring government agencies and

the companies that contract with them to beef up cybersecurity and share more information about

cyberthreats. The order also aims to create a national review board for major cyberattacks and a

new labeling system to provide both the government and consumers with information on the

security level of software programs. Requiring government contractors to notify federal officials

about significant breaches has the potential to improve cybersecurity detection and mitigation

efforts, although there are likely to be questions about the threshold for triggering the reporting

obligation, what information contractors will be required to share, and what regulators and other

officials will do with the data. “From a contractual standpoint, for example, it will be critical to

develop terms that are balanced in way that encourages companies to report significant types of

cyber incidents ... but aren't so restrictive that companies do not have sufficient time to investigate

and understand the incident and/or are required to report an overwhelming type of incident,” she

said.
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This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt

of this material does not create an attorney-client relationship between us. If you require legal advice, you should

consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and

should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics

and professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s

principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.
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