mLP. Client Intelligent

Insights

GERMAN DPAS LAUNCH AUDIT OF INTERNATIONAL DATA
TRANSFERS AFTER SCHREMS II
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According to a press release of the data protection authority (DPA) of Lower Saxony earlier this
month, nine German DPAs will participate in a coordinated audit of companies in Germany
regarding their transfers of personal data to countries outside the European Economic Area (EEA).
The new initiative aims at broadly enforcing the requirements set forth by the Court of Justice of the
European Union (CJEU) in its Schrems Il decision of almost one year ago. The DPAs will contact an
unspecified number of companies under their supervision with aligned questionnaires. Each DPA
decides independently in which areas it will take action and whether the questionnaires should be
regionally adapted. Separately, on June 22, 2021, the DPA of Hesse informed companies and public
authorities in Hesse that transfers of personal data to third countries like the U.S. are not
permissible without additional safeguards. Companies have to demonstrate that they have carried
out the required assessments and taken initial steps to ensure that their data processing procedures
comply with the requirements of the GDPR.

The nine DPAs participating in the coordinated audit (Baden-Wuerttemberg, Bavaria, Berlin,
Brandenburg, Bremen, Hamburg, Lower Saxony, Rhineland-Palatinate and Saarland) have agreed on
five different questionnaires relating to the following topics:

. the use of service providers for sending emails;

. the use of service providers for hosting websites;

» online tracking;

. the use of service providers for managing job applicant data;
. theintra-group exchange of customer and employee data.

The rather detailed questions inter alia address the roles of the data exporters/importers, the
categories of personal data transferred, the location where the personal data is stored, and the legal
bases and transfer mechanisms relied upon for the data transfers. There is also a set of questions
that specifically focus on the Schrems Il requirements, in particular when the company relies on the



Standard Contractual Clauses (SSCs) as transfer tool. Audited companies are asked to specify
whether they have engaged in a thorough assessment of the national laws of the third country and
particularly whether they have reviewed the laws for provisions that could impinge on the
effectiveness of the safeguards of the SCCs. For data transfers to the U.S., the DPAs specifically
want to know whether the recipient of the personal data is subject to Section 702 of the U.S. Foreign
Intelligence Surveillance Act (FISA). Companies are also requested to provide details of any
additional safeguards they have taken or planned beyond the SCCs and how they can ensure a
rapid response to any changes in the laws of the third country. In terms of encryption, the
questionnaires ask to disclose whether the companies use encryption for their international data
transfers, and if so, specify the type of encryption, in which phases encryption and decryption take
place, which parties perform the decryption and which ones hold the decryption key. Companies,
which concluded that no additional safeguards are required, are asked to provide reasons for their
non-action as well as any suitable supporting documents. The questionnaires also request copies
of all executed SCCs as well as of those parts of the records of processing activities that may
involve data transfers to third countries.

The new initiatives of the German DPAs do not come as a surprise, since they repeatedly
emphasized in the past six months that they expect companies to already be taking steps towards
compliance with the requirements established by Schrems Il. Companies with headquarters or
affiliates in Germany should therefore now ramp up their efforts to implement some of the
supplementary transfer measures addressed by the European Data Protection Board in its
Recommendations 01/2020. The final version of these recommendations was published on June
21,2021. It is also crucial for companies to document all considerations, decisions and actions with
regard to international data transfers and Schrems I, in order to be able to demonstrate compliance
to the DPAs in case of an audit.

RELATED CAPABILITIES
= Data Privacy & Security



MEET THE TEAM

Dominik Weiss

Co-Author, Hamburg

dominik.weiss@bclplaw.com
+49 (0) 403033 16 148

Christian M. Auty

Co-Author, Chicago

christian.auty@bclplaw.com
+1 312602 5144

Amy de LaLama

Boulder

amy.delalama@bclplaw.com
+1 303 417 8535



https://www.bclplaw.com/en-US/people/dominik-weiss.html
https://www.bclplaw.com/en-US/offices/hamburg.html
tel:%2B49(0)40303316148
https://www.bclplaw.com/en-US/people/christian-auty.html
https://www.bclplaw.com/en-US/offices/chicago.html
tel:%2B13126025144
https://www.bclplaw.com/en-US/people/amy-de-la-lama.html
https://www.bclplaw.com/en-US/offices/boulder.html
tel:%2B13034178535

Geraldine Scali

London

geraldine.scali@bclplaw.com
+44 (0) 20 3400 4483

This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt
of this material does not create an attorney-client relationship between us. If you require legal advice, you should
consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and
should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics and
professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s
principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.

© 2025 Bryan Cave Leighton Paisner LLP.


https://www.bclplaw.com/en-US/people/geraldine-scali.html
https://www.bclplaw.com/en-US/offices/london.html
tel:%2B44(0)2034004483

