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SUMMARY

Global Data Privacy & Security Chair Amy de la Lama, Counsel Lori Van Auken and Associate

Gabrielle Harwell authored an article published in the October edition of Privacy & Cybersecurity

Law Report concerning cyber incident reporting for the Critical Infrastructure Act. The article outlines

what critical infrastructure entities need to know about the new reporting rules under the Cyber

Incident Reporting for Critical Infrastructure Act – now and in the future.

“The Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) is a new federal law, adopted in

March that requires critical infrastructure entities to report certain cybersecurity incidents and

ransom payments to the Cybersecurity and Infrastructure Security Agency (CISA) within a matter of

hours,” they wrote. “Although CIRCIA garnered significant fanfare at the time it was signed into law,

many details remain to be hashed out by implementing regulations, which could take years to

finalize. Covered entities, however, should take no comfort in this delay. CIRCIA provides remarkably

detailed guidance concerning the scope of these regulations, putting covered entities on clear notice

of their future obligations and the consequences of failing to comply.”

Read the article here. 

Data Privacy & Security

Insights

CYBER INCIDENT REPORTING FOR CRITICAL
INFRASTRUCTURE ACT, IN ‘PRIVACY & CYBERSECURITY
LAW REPORT’
Oct 19, 2022

RELATED PRACTICE AREAS

https://www.bclplaw.com/a/web/gCrc8SAGy4PEWU16maMjDH/4tWfRi/privacy-and-cybersecurity-law-report.pdf


© 2024 Bryan Cave Leighton Paisner LLP.

2

MEET THE TEAM

Amy de La Lama

Boulder

amy.delalama@bclplaw.com

+1 303 417 8535

Lori Van Auken

New York

lori.vanauken@bclplaw.com

+1 212 541 2053

Gabrielle A. Harwell

Chicago

gabrielle.harwell@bclplaw.com

+1 312 602 5143

https://www.bclplaw.com/en-US/people/amy-de-la-lama.html
https://www.bclplaw.com/en-US/offices/boulder.html
tel:%2B13034178535
https://www.bclplaw.com/en-US/people/lori-van-auken.html
https://www.bclplaw.com/en-US/offices/new-york.html
tel:%2B12125412053
https://www.bclplaw.com/en-US/people/gabrielle-a-harwell.html
https://www.bclplaw.com/en-US/offices/chicago.html
tel:%2B13126025143


© 2024 Bryan Cave Leighton Paisner LLP.

3

This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt

of this material does not create an attorney-client relationship between us. If you require legal advice, you should

consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and

should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics and

professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s

principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.


