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Whenever the topic of health and medical data comes up, the prevailing assumption often is that
any of this information is subject to the federal Health Insurance Portability and Accountability Act
(HIPAA) just by virtue of being health and medical data. In reality, though, HIPAA actually applies to
a much narrower set of organizations than generally understood, and the consequences for getting
it right are significant. This alert provides a brief roadmap for companies trying to understand their
role under HIPAA and the related implications.

ARE YOU A COVERED ENTITY?

HIPAA's privacy and security rules apply to covered entities and their service provider, business
associates. While both covered entities and business associates are directly responsible for
complying with HIPAA and can face related enforcement, covered entities have primary
responsibility for HIPAA compliance.

To qualify as a covered entity, an organization must fall into one of the following three categories
of entities:

- Health plans;
- Health care clearinghouses; or

» Health care providers (including traditional providers, laboratories and pharmacies) that
transmit any health information in electronic form in connection with a transaction covered by
HIPAA.

For purposes of this alert, we focus on what types of health care providers are in-scope for HIPAA,
as this is the area in which we often see confusion. As indicated in the definition, not all health care
providers are covered by HIPAA. To be a covered entity, health care providers must also engage in
certain covered transactions that involve the electronic transmission of PHI between two parties to
carry out financial or administrative activities related to health care. Such transactions include
those related to claims, health care payments, coordination of benefits, eligibility verification, or
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referral authorizations. Although a bit of an oversimplification, a good rule of thumb is if a health
care provider (including a pharmacy) does not accept insurance and, instead, requires patients to
self-pay for their care, the provider is likely not subject to HIPAA. Common examples of these types
of organizations are specialty or small medical or other practices (e.g., physical therapists,
counselors, chiropractors) or specialty pharmacies that may not take insurance for a variety of
reasons (administrative burdens, cost/reimbursement issues, enhanced legal liability).

Business associates are persons or entities that perform certain functions or activities involving
the use or disclosure of PHI on behalf of, or provides services to, a covered entity. Again, though, if
a service provider receives health and medical data from an entity that does not qualify as a
covered entity, then neither the service provider nor the health and medical data is subject to HIPAA
in this context.

WHY DOES IT MATTER?

Companies that are subject to HIPAA but do not meet their privacy and security obligations can
face significant penalties and other repercussions, including enhanced monitoring and reputational
harm. On the flip side, companies that wrongfully assume that they or information they receive in a
given instance is subject to HIPAA could miss complying with state privacy and other laws that
apply when HIPAA does not (e.g., the Washington My Health My Data Act or the sensitive personal
information provisions of the California Consumer Privacy Act).

We have also seen a significant uptick in data breaches targeting health care providers, particularly
smaller providers whose security might be more vulnerable to an attack. It is imperative for
providers and other companies that handle health and medical data to understand where they sit in
the regulatory framework with respect to this data so they can appropriately meet their legal
obligations.
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This material is not comprehensive, is for informational purposes only, and is not legal advice. Your use or receipt
of this material does not create an attorney-client relationship between us. If you require legal advice, you should
consult an attorney regarding your particular circumstances. The choice of a lawyer is an important decision and
should not be based solely upon advertisements. This material may be “Attorney Advertising” under the ethics
and professional rules of certain jurisdictions. For advertising purposes, St. Louis, Missouri, is designated BCLP’s
principal office and Kathrine Dixon (kathrine.dixon@bclplaw.com) as the responsible attorney.
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